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Decompiler Round-Up
Regenerating your code

BY ROBERT STANTON

ecently, there has been

m u ch d ebate o v er o p en

so u rce so f tw are. B u t

w hat m o st d ev elo p ers

o v erlo o k  is that ev en tho u g h they

d o n’t release their so u rce, it m ay

still be av ailable. I n the g eneral

schem e o f  thing s, there is alw ays

so m eo ne o u t there w ho  w i ll, by

so m e m eans, be able to  reg enerate

yo u r co d e i f  they so  d esire.

W hether it is by analyz ing  ho w

yo u r ap p licati o n w o rk s and  rep li -

cating  its behav i o r, o r by rev erse

eng ineering  w ith a to o l, i t w i ll

alw ays be p o ssible f o r so m eo ne to

p ro d u ce the sam e o u tp u t w i th an

ap p ro p riate am o u nt o f  ti m e in

w hich to  d o  i t.

W i th .N E T , assem blies co m p i le

to  an I nterm ed iate L ang u ag e ( I L ) ,

w hich allo w s them  to  be ex ecu ted

o n any system  su p p o rting

M icro so f t’s C o m m o n L ang u ag e

R u nti m e ( C L R ) . T here are m any

benef its to  this so lu ti o n that are

o u tsi d e the sco p e o f  this article,

bu t a m ajo r d raw back  is the ex tent

to  w hich yo u r co d e is co m p i led . I t

is f irst co m p i led  into  the assem bly,

then, u p o n ru nti m e, it is co m p i led

ag ain. T he I L  to  w hich yo u r assem -

bly is co m p i led  is no t d ep end ent

o n any m achine o r so f tw are

asp ects ex clu d ing  the J u st I n T i m e

( J I T )  co m p i ler. I t co m p i les yo u r

co d e the seco nd  ti m e into  nati v e

m achine co d e, then ex ecu tes it.

Y o u r assem blies also  inclu d e

m etad ata, w hich d escribes the

typ es in yo u r co d e as w ell as a f ew

o ther thing s. F o r these reaso ns,

.N E T  assem blies are relati v ely

insecu re to  d eco m p i lers.

T he .N E T  f ram ew o rk  also  shi p s

w ith a to o l to  co nv ert yo u r co m -

p i led  assem bly into  p lain tex t

M S I L , w hich lo o k s li k e a hi g h- lev el

assem bly lang u ag e. T his alo ne

co u ld  be eno u g h f o r m o st sk i lled

p ro g ram m ers to  see w hat is g o ing

o n in yo u r p ro g ram .

C o nv erting  this I L  back  into  its

o ri g inal lang u ag e is ano ther sto ry.

C u rrently, there are f ew  to o ls su it-

ed  f o r this task . I  w i ll be f o cu sing

o n the three m ajo r p ro f essi o nal

so lu ti o ns I  hav e f o u nd , bu t in

ad d iti o n to  these, there is a f ree

to o l as w ell as an o p en so u rce to o l,

w hich has been d isco ntinu ed  ( ref -

erences at the end  o f  the article) . I

cho se to  leav e these tw o  to o ls o u t

o f  this article. W hy?  W ell, f o r the

sam e reaso n I  d o n’t d o  m y o w n

electrical w o rk : i f  I  hire so m eo ne, I

can ho ld  hi m / her liable f o r f au lty

w o rk , w hereas i f  I  bu rn m y ho u se

d o w n I ’v e g o t no  o ne to  blam e bu t

m yself . T he sam e g o es f o r so f t-

w are: w hen it d o esn’t w o rk , the

p u blishers sho u ld  f i x  it; i f  no t,

d em and  yo u r m o ney back . W ith

f ree o r o p en so u rce so f tw are, yo u

d o n’t hav e that k ind  o f  lev erag e.

S eco nd , in m o st cases, the au tho rs

create their f ree so f tw are in their

sp are ti m e, w hich isn’t m u ch ti m e

at all. T he no w –d isco ntinu ed  o p en

so u rce so f tw are w as clo sed  d u e to

lack  o f  ti m e. T he o ther to o l

( R ef lecto r f o r .N E T ) , ho w ev er,  is

d o ing  an ex trem ely g o o d  j o b, bu t is

u nable to  rep ro d u ce so m e co m p lex

p o inter statem ents. D o n’t g et m e

w ro ng , these are fantastic to o ls

that are w o rth check ing  o u t, bu t

p erso nally, I  w o u ld  no t rely o n

them  in a p ro fessio nal env iro n-

m ent, as they d o  no t o f fer the

need ed  lev el o f  su p p o rt. I  inclu d ed

a co d e sam p le o f  R ef lecto r.N E T  to

d em o nstrate this. T he to o ls I  d i d

ev alu ate inclu d e R em o teso f t’s

S alam and er, 9 R ays’ S p ices.N E T , and

J u ng le C reatu re’s D eco m p iler.N E T .

T o  ev alu ate each p iece o f  so f t-

w are, I  f irst d ecid ed  to  lo o k  at the

basics, su ch as k eyw o rd s, m o d i -

f iers, and  so  o n. T hen, I  created

so m e co m p lex  lo o p s, stru ctu res,

and  inheritance ex am p les. N ex t, I

w anted  to  see ho w  each co u ld  han-

d le p o inters, becau se they are m y

fav o rite asp ect o f  p ro g ram m ing .

A nd  f inally, I  p ick ed  a rand o m  co n-

tro l that I  d i d  no t create o r hav e

access to  the so u rce. I  ev alu ated

so lely o n ru nti m e behav i o r. T hat

co ntro l w as H yp erC o d er’s

F ileS ystem C o ntro ls, w hich allo w s

yo u  to  m i m ic W ind o w s E x p lo rer.

S alam and er featu res the fam il-

iar class bro w ser interface and  can

ex am ine m anag ed  C + +  co d e as

w ell. I  w as i m p ressed  by its ro bu st-

ness; becau se it u ses an ex p lo rer

w ith p lu g - in su p p o rt yo u  can p er-

f o rm  m any task s in a sing le p ro -

g ram . I t also  has the ability to  g en-

erate V isu al S tu d i o  P ro ject f i les,

w hich is a nice p lu s that no ne o f

the o ther d eco m p i lers featu re. I

w as d isap p o inted  w hen I  tried  to

d eco m p i le m y co m p lex  p o inter

ex am p les. I n m y p o inter arithm etic

ex am p le, the o f f set w as no t d i v i d ed

by the typ e that w o u ld  lead  to  a

r

“Think your code is safe? 
Think again.”

–Remotesoft



nice runtime bug to squash.

Complex nested statements gave

the decompiler some trouble as

well. Switches decompile to if-

then-elses with correct runtime

behavior. O verall, there were only a

few goto statements, but they

popped up here and there. 

9Rays’ Spices.NET offers a slick

class browser interface and many

options. Spices.NET also uses its

own reflector for decompiling, giv-

ing it the most freedom to get the

job done. Sadly, some very crucial

elements are missing. For instance,

pointers resolve but the methods

are not marked as unsafe. In order

to compile, you must manually fix

these methods. Also, there is no

support for stackallocate or the

volatile keyword. Switches left lots

of goto statements in code, which

reminds me of good old spaghetti

coding.

Jungle Creature’s Decompiler.NET

features a simple and easy-to-use

interface. It was by far the easiest out

of which to get source files. The most

impressive feature was its ability to

handle pointers. It handled all com-

plex pointer examples, as well as

pointer member access (-> ), which

no other decompilers could handle.

Switch statements decompiled flaw-

lessly. O verall, there were virtually no

goto statements. 

Both Salamander and

Decompiler.NET featured the abil-

ity to look at the programmer

database (* .pdb file when com-

piled in debug mode) and resolve

exact variable names. This is

extremely useful if you happen to

lose your source yet still have a

debug lying around. This has actu-

ally happened to me once. I had a

hard drive failure but had already

sent the debug build to the host. If

I had known of these products, I

would have saved a lot of time.

Listing 1  is a sample of the

code I tested. The goal of this code

is to run through an array with a

pointer. The output should be all

zeros because there are no values.

Salamander had trouble with

the pointer arithmetic and

declared the pointer as a reference

variable. Spices.NET was along the

same lines. Neither compiled.

Reflector.NET has some interest-

ing output. It did compile, but

produced way off output. This is

where using a free tool can get

frustrating. The code compiles,

but can leave a nasty bug that is

hard to trace down, especially

because it may not be your code.

Salamander has stated that they

are working on a new version to

support better pointer operations.

Spices.NET also has plans, but

they are currently working on a

few projects. Decompiler.NET was

the only application to consistent-

ly produce compilable correct

code, even in this case. Table 1

compares these features.

�How to Prevent

These decompilers demon-

strate amazing ability, which

might leave you afraid to develop

in .NET. But with .NET, there is

always another solution. The best

way, in this case, is to obfuscate

your code. When you do this, you

make it unreadable from a per-

son’s perspective. For example,

getX ML(string path) could obfus-

cate to aaa(string aaa), which gives

no meaning to a person. Because

the computer sees no symbolic

difference between getX ML and

aaa, both compile and run correct-

ly. Salamander has the most pow-

erful obfuscator, as it will take

your compiled assembly and out-

put an exe, which in some cases,

would not need the .NET frame-

work to run. It had trouble decom-

piling some examples and it was a
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Table 1: Features at a glancet1

S upports A ll M odifiers M ost X X

S upports A ll K ey words M ost X X

C omplex  Nested S tatements X X S ome

P ointers D oes not mark as unsafe X X

P ointer M emb er A ccess X

P D B X X

O ptimiz es C ode X A ll b ut pointers

C O M  Interop X X

FileS y stemC ontrols V ery  L ittle No compiler errors, Few compiler errors,

D emonstrated correct b ut way  off run time 

run time b eh avior b eh avior

Spices.Net Decompiler.NET Salamander



48 August 2004 • dotnetdevelopersjournal.com

.NET Framework

HOME

CLIENT

SERVER

E
V

E
R

Y
W

H
E

R
E

bit buggy, but it features enough

options to toggle to always get an

obfuscated release. I then tried

to decompile this release with

Jungle Creature’s

Decompiler.NET. It was suc-

cessful when the fail-safe

options were set, but the code

was very difficult to follow.

Jungle Creatures built-in obfus-

cator was a bit disappointing at

first, mainly because it takes an

assembly and decompiles it into

obfuscated source code. Upon

first glance, I saw this as a major

vulnerability, especially after the

power of Salamander’s obfusca-

tor. But the code was extremely

difficult to follow. I later liked

the ability to modify the source

and verify what my code would

look like, then modify if neces-

sary and recompile. It would

have been nice if the obfuscator

also outputted an assembly simi-

lar to Salamander.  

�Conc lusion

All products offer a free trial of

some sort, and they are all worth

the time to evaluate on your own

to see which best fits your

needs. For me, Jungle Creature’s

Decompiler.NET offers tremen-

dous abilities, especially with

pointers. Its G UI is simple and

easy to use, but it lets you do

what needs to be done. More

importantly, it can handle what-

ever you throw at it. Salamander

is close, but still needs some

optimizations. Overall, I was a

bit disappointed by Spices.NET’s

performance, but its future

looks promising. It has a strong

foundation on which to build.

Jungle Creature’s

Decompiler.NET with obfuscator

is available for $ 5 0 0  per CPU,

giving it leverage over its tough-

est competitor, Salamander,

which sells for $ 10 99, plus an

additional $ 7 99 if you want the

obfuscator. Spices.NET is the

cheapest of  the bunch, at $ 2 92 .95 ,

which reflects the code it gener-

ates. If you only need the simplest

of decompilations, Reflector.NET

or Spices.NET can do the job. But

the results from a commercial

product that you can send your

requests to for an immediate fix

make the investment worthwhile.

Trying to track down a bug in

decompiled source code that you

didn’t write will end up costing you

even more than Salamander with

the obfuscator.   

�Resourc es

• Decompiler.NET:

www.junglecreatures.com

• S a la ma n d er:

www.remotesoft.com

• S pices .NET: www.9rays.net

• R ef lect or.NET:

www.aisto.com/roeder/dotnet

• O pen  S ou rce Decompiler:

www.saurik.com/net/exemplar
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Listing 1: Running through an array with a pointer

Original
[STAThread]
public unsafe static  void Main() {
int [] a = new int[10];
fixed(int* p = a)
for (int i= 0; i< 10; i++) {
Console.WriteLine(*(p + i) );

}
}

9Rays
[STAThreadAttribute()]
public static void Main() {
ref int p;
fixed (p = &new int[10][0]) {
for (int i = 0; i < 10; i++) {
Console.WriteLine(*((IntPtr)p + (IntPtr)i * 4));

}
}

Lutz Reflector.NET
[STAThread]

public static void Main()
{

int num1;
int[] numArray1 = new int[10];
fixed (int* local1 = numArray1)
{

for (num1 = 0; (num1 < 10); num1 += 1)
{

Console.WriteLine(*((local1 + 

(num1 * 4))));
}

}
}
Output
0,0,0,2042847508,65536,0,77937960,65793,65001

Remotesoft
[STAThreadAttribute()]

public static void Main()
{

ref int objRef;

fixed (objRef = &new int[10][0])
{

for (int i = 0; i < 10; i++)
{

Console.WriteLine((int)(IntPtr)objRef + i * 4);
}

}
}

Decompiler.NET
[System.STAThreadAttribute()]
public static unsafe void Main ()
{
int[] a = new int[10];
fixed (int* p = a)
{
for (int i = 0; (i < 10); i++)
{
Console.WriteLine (p[i]);

}
}

“Obfuscation optimizes code 
while protecting it from prying eyes.”


